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GDPR

What is GDPR?

GDPR stands for the General Data Protection Regulation. As a childcare provider, you handle a lot of 
sensitive personal data about children, families and staff members. This data needs to be processed 
safely and kept secure, to stop it falling into the wrong hands or being used for a purpose other than 
what it was intended for.

The GDPR was created to strengthen data protection for people within the EU. It aims to give individuals 
more control over their personal data and make it easier for them to access. In an early years setting, it 
falls to a person with parental responsibility to provide consent for processing personal data relating to a 
child. 

When will these rules be introduced?

The new rules were approved by the European Parliament in 2016 and will come into effect from the 
25th May 2018.

How are we ensuring Abacus is GDPR compliant?

We’re working with the NCC Group, who are global experts in cyber security. They are helping us to 
ensure all of our software products are as secure as can be, and compliant with the new GDPR by the 
time it is introduced on 25th May 2018.
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Protecting your data
We use a provider called Rackspace to host our software and databases. Their premises are video 
surveillance monitored, occupied 24/7 and access to their data centre is strictly controlled.

They’re also ISO certified (ISO27001), which is the international standard in information security 
management. For peace of mind, full backups are taken of our customers’ data every day - as well 
as throughout every hour of the day. We work in partnership with a cyber security organisation 
called Nettitude whose job it is to ensure that risks around data protection are minimalised, through 
such activities as penetration testing. In the unlikely event that this testing revealed any weaknesses 
in Parenta’s security, we would implement any recommended security solutions and compliance 
requirements. Nettitude performed a security test of Parenta’s externally facing web applications, 
including Abacus and Dayshare. It concluded that our systems were not vulnerable to unauthorised 
access.

Parenta is registered under the Data Protection Act 1998 and has a detailed information security policy 
which all our employees must adhere to. We take data security very seriously and comply with best 
practices for managing information.
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FAQ’s
Do I have to appoint a Data Protection Officer in my setting? 

No. As a SME you don’t fall under the requirements to have an appointed Data Protection Officer.  

What processes does Parenta have in place to achieve GDPR compliance in time for 
the deadline? 

To ensure Parenta and its systems are GDPR compliant by the deadline of the 25th of May 2018, we have been 
working with the NCC Group who is one of the leading global companies in data protection and cyber security.

What are Parenta’s security policies?

Please visit out website to view all our policies and procedures.

Does Parenta’s systems undergo regular penetration testing? 

Yes, all our systems are regularly checked and are protected by vigorous firewalls.

How often does Parenta implement vulnerability scans? 

At Parenta all our systems are constantly monitored by Rackspace to ensure it remains safe and secure. Please 
see our website for the most recent vulnerability scan (March 2018).

Does Parenta have a data protection policy?

Yes we do. Please see our website for all our procedure and policy documents.

How long does Parenta store customer data and what is the process to remove data 
from Parenta’s system(s)?

On all our Software products: we currently store the data indefinitely due to the current recommendations from 
Ofsted and Local Authorities. This may change with the onset of GDPR but we will ensure it complies with the 
requirements of the new the GDPR. 

Parenta internal CRM systems: all our data is stored until our customers ask us to remove their data from our 
database.

What process do you have in place to notify customers or prospects when the 
intended use of their data changes?

All data will only be used for the purpose that was explained when it was collected and explicit consent was 
obtained at the time of opt in.
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How do you obtain and document expressed permission to store people’s personal 
data? 

On all our Software products: we are the data controller. Our customers who use the software are responsible to 
ensure that the correct permissions have been obtained at the time the data was collected, as they are the data 
processors.

Parenta internal CRM systems: contains data where we have obtained expressed permissions to use it for the 
purpose our customers signed up for. Our customers can manage their subscriptions and opt out at any time.

What access control policy does Parenta have in place for both customer and internal 
data?

All access is to our systems are strictly locked down to account level requiring passwords to gain access. 

Where are all Parenta’s data stored?

At secure data centres in the UK with Rackspace.

Are the data centres ISO27001 accredited? 

Yes the data centre we use is called Rackspace, and they are ISO27001 accredited.

Who has access to the data facilities? 

Access is restricted to Rackspace approved employees only.

What are the terms of ownership over your data?

On all our Software products: Parenta is the controller which determines the purposes and means of processing 
personal data within our software platform. This data is not owned by Parenta.

Parenta internal CRM systems: Parenta is the processor who is responsible for processing personal data 
throughout our organization which includes customer and staff data.

In the unlikely event of a data security breach, what is Parenta’s procedure to report 
any concerns? 

We follow the ICO Guidelines. Please see https://ico.org.uk/media/for-organisations/documents/1562/guidance_
on_data_security_breach_management.pdf for more information.

What third party organizations do Parenta work with that may have access to our 
system and the data Parenta hold?

Rackspace the Hosting and Server Management Company.
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